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INTRODUCTION

ABOUT THIS GUIDE

This guide describes how touse the Active Directory module of eMailSignature. This module contains
features that use AD data to optimize generated email signatures.

This guide is intended for system administrators.
REQUIREMENTS

The installation for the Active Directory is not a stand-alone application. It only works in conjunctio n with
eMailSignature.

Note: A fully functioning installation of eMailSignature must be up and running
before the AD Module can be used.

Prerequisites for installing AD Module are:
¢ Installed Cockpit.
e Arunning sign.exe that deploys signatures to Outlook.

For information on installing eMailSignature components, see the eMailSignature Installation Guide.

AD Module of eMailSignature will only work if you have a valid license key entered. For information on
managing licenses, see the Administering eMailSignature Guide.

ACTIVE DIRECTORY MODULE OVERVIEW

The AD Module consists of threefeatures that are described in this guide:
e PhoneBook : atool that allows to centrally view and maintain AD user information .
e AD Update: a feature that requestsusersto update their own information in AD.
e vCard deployment : afeature that permits to centrally deploy electronic business cards then link
this information as a vCard to generated email signatures.

LOCATING THE ACTIVE DIRECTORY MODULE

To locate the Active Directory module, double-click the Cockpit icon on the desktop. Active Directory toolbar
is located in the Modules tab of the Cockpit.

B3]
AD AD Deploy
PhoneBook Update vCards

If the Active Directory module is not enabled, please obtain a valid license keyfrom Branded Mails. In the
standard edition, only the Disclaimer module and the PhoneBook viewer areenabled. For information on
managing licenses, see the Administering eMailSignature Guide.
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AD PHONEBOOK

The Active Directory PhoneBook tool is a standard application in eMailSignature even in the Standard
Edition. You can use it to view all users inthe Active Directory and browse through their contact information
as listed in the basic fields in AD.

In the Standard Edition you can only view this information, bu t using the Enterprise Edition, you can also
use the PhoneBookManager to update and maintain user information.

To open the PhoneBook,opene i t her t he 0 Moldiud ke s66A 0 aPvthesdhoed® Direcko/ 6 i n
toolbar:

\—rty

AD Deploy
PhoneBook Update vCards

Oropent he 06Si gnandrelsibck abOpend in the 6PhoneBookd tab:

The PhoneBook window opens.
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VIEWING CONTACT INFORMATION IN THE PHONE BOOK
Open the PhoneBook Then select the letter to view the list of users whose user name starts with that letter:

Active Directory - Cannot identify domain

First name: |;|ESIJEr

Middle Initials: I

Last name: |Frier

Display name: |esper Frier

Office: I Tylland

Telephone: J1116 1919

E-mail: ij@c-fﬁceaddon.-:om

WWeb page: |, officeaddon. com

L Jzhaximialn]i]= (a0l IQINIAL T3 )

Update Information

Note: The list is sorted by display name. You might experience that it is sorted
by last name. It is not possible to change the sorting order.

Click on a user name to view the user's contact details.
UPDATING CONTACT INFORMATION IN AD (PERMISSIONS REQUIRED)

If you have licensed the full Enterprise Edition of eMailSignature or separately the Active Directory module,
you can change the user information directly from the PhoneBook tool. Simply choose the useryou want to
maintain information for, and write the data in the respective felds. Thenclick 6 S ate prdpagate the
updated information to the Active Directory .

Note: You must have the appropriate permissions to edit AD information . By
default, the owner or member of the Administrators group can make changes to
AD information. If you do not have sufficient permissions, you can add them as
described in the following section.
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MODIFYING DEFAULT AD PERMISSIONS FOR THE PHONEBOOK

If you do not have sufficient permissions to edit AD information, you can add them as follows:

1. Openthe Start menu > Programs > Administrative Tools > Active Directory Users and Computers.
2. Right-click on the domain root and select®elegate Controléfrom the pop-up context menu.

! Active Directory Users and Computers

Q‘ File Action View Window Help

«=» | aml i XTRB 2| gilEY

é Active Directory Users and Computer
[+ saved Queries

] | Name

E'@M d Delegate Control |
-] Builtin gcga ozt
D Comp Fl_nd-.-
=-{&] Doma

Connect to Domain... rollers
=) gy Connect to Domain Controller...
Finani  Raise Domain Functional Level...  FityPrincipals
([ Foreic  Operations Masters...

= New »
AT AiTasks » [
[#-(_] LostA o
@ Marke !iew L8
E-LINTDS  nNew Window from Here
[#-(_] Progr:

#-{(&] Sales  Refresh
@-(] Syste  ExportList...

#-CQ U
(] Users Properties e
Help
|
The Delegation of Control Wizard window opens.Cl i ck & Next & to begin the wi:
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3. Selectthe users or groups to which you want to apply the security changes. Aswith all
security-related issues, you should applypermissions on a group basis. Therefore,it is advisable to
create a group, e.g. ChangeUserinfo, that will be allowedto change AD information. When you have
selected the group that you want to work with, click dNexté

4% Active Directory Users and Computers |
&) Fle Acton View Window Help
¢ Am B ERR 2E | GBI TS D

PPN =T O e mailsignature.officeaddon.com 15 objects
-] Saved Queries

= 7 emailsignature. officeaddon. corg Type Descrplion |
&-(22 Buitin Delegation of Control Wizard : x|
g Computers “ Users or G
E gm;:ﬁf;z;:%% Select one or more users or groups to whom you want to delegate control.
-{&] Finance
(-] ForeignSecurityPrincipals Selected users and groups:
=@ &Rz » (€ Change Userinfo (EMAILSIGNATURED\Change Userlrfo)

ngeUserInfo
B-{&g] IT

[#-(Z] LostAndFound
[+-{&] Marketing

[+ C] NTDS Quotas
-2 Program Data
[#-{) Sales

-] System
(2] Users

£

Remove
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The next screen allows you to delegate some&ommon tasks, such as the ability to manage group
policies or user accounts or the ability to reset passwords. In this case, select thefCreatea Custom
Task to Delegatedradio button and click dNext6

Delegation of Control Wizard 3 x|

Tasks to Delegate
You can select common tasks or customize your own.

" Delegate the following common tasks:

[ Create, delete, and manage user accounts -
[ Reset user passwords and force password change at next logon
[ Read all user information
[ Create, delete and manage groups
[ Modify the membership of a group
[0 Manage Group Policy links
[] Generate Resultant Set of Policy (Planning)
[ Generate Resultant Set of Policy (Logging) |

(+ Create a custom task to delegate:

< Back Next > Cancel

In the next screen,indicate the scope of the task b be delegated.Select thednly the Following
Objectsbéradio button. When you do, the area below the radio buttons will become accessible. Select
the dJser Objectsicheck box, and click dNext6

Delegation of Control Wizard x|
Active Directory Object Type
Indicate the scope of the task you want to delegate.

Delegate control of:
" This folder, existing objects in this folder, and creation of new objects in this folder
{* Only the following objects in the folder:

[ Site Settings objects Al
[ Sites Container objects

[ Subnet objects

[ Subnets Container objects

[ Trusted Domain objects

User objects j

[~ Create selected objects in this folder
[~ Delete selected objects in this folder

< Back Next > Cancel
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6. The next screen contains a list of all the specific permissions you can grant to user objectsSelect the
OWrite AIlI P r o pYeu can alscssésepatate perinisdionsxbased on the individual tabs
within the Users Properties sheet. For example, you could grant the group permission to write
general information, but not personal information. Click dNextd

Delegation of Control Wizard . X|

Permissions
Select the pemissions you want to delegate.

Show these pemissions:

IV General
[V Property-specific
™ Creation/deletion of specific child objects

Pemissions:

[ Create All Child Objects
[ Delete All Child Objects
] Read All Propetties
Write All Properties

O Change Password

[ Reset Password ~|

LI

< Back Next > Cancel |

7. The last screen in the wizard summarizes the changesyou are about to make. It also gives you one
last chance to go back andmake corrections. Click the d-inish ébutton, to submit the changes.

Delegation of Control Wizard i P

Completing the Delegation of
Control Wizard

You have successfully completed the Deleaation of Control
wizard.

|

Domain Users (EMAILSIGNATUREQ\Domain Users)
They have the following pemissions:

Write All Properties
For the following object types:

User

To close this wizard, click Finish.

< Back

Cancel I
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VERIFYING THE GRANTED PERMISSIONS
To check that the permissions are applied correctly, proceed as follows:

1. Inthe Active Directory Users and Computers window, open the View menu, and select@dvanced

Featuresd Navigate to and right-click your group, and selectdroperties6 fr om t he .cont ext
2. Open the Security tab and click Advanced. Advanced Security Settings window opens.
3. On the Permissions tab, verify the permission entries that apply to your group:

Advanced Security Settings for ChangeUserInfo I 21 x|
Pemmissions |Auditing | Owner | Effective Permissions |

To view more information about special pemissions, select a pemission entry, and then click Edit.

Permission entries:
Type ] Name ] Pemission I Inhented From l Apply To :J
Allow Account Operators {...  Full Control <not inherited> This object only
Allow SELF Special <not inherited> This object only
Allow Authenticated Users Send To <not inherited> This object only
Allow Windows Authorizati... Read Property <not inherited> This object only

ChangelUserinfo (EM... Write All Properties  DC=emailsignature...  User objects
Allow Administrators (EMAI...  Special DC=emailsignature... This object and all ¢
Allow Enterprise Admins (E...  Full Control DC=emailsignature... This objectand all c «
| |
Add... Edit... Hemove
v Allow inheritable pemissions from the parent to propagate to this object and all child objects. Include
these with entries explicitly defined here.
To replace all pemission entries with the default settings, click Default. Default

Leam more about access control.

,TI Cancel I £pply |

The granted permissions should be sufficient for the users of this group to modify user information in the
Active Directory using the PhoneBook tool.
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eMailSignature

AD UPDATE

The Active Directory Update feature allows users toupdate their own information . If this feature is enabled,
an interface pops up when the user runssign.exe and requests to review the current AD information. AD
fields that are editable by the user can be controlled form the Cockpit.

Because the Active Directory data willnowbedisd ayed in the userds email si
own interest to ensure its accuracy. Regardless of how many users you have in your Active Directory, AD
Update provides an easy and efficient means of ensuring that the data in your Active Diredory is both

accurate and current.

gnat

The result will be high quality email signatures with minimal maintenance required by the administrator.
SETTING UP AD UPDATE

To set up the Active Directory Update features, proceed as follows:

1. Opent he OModul elsibc k abARtnpdane6i vtaolbdd.i r ect or yo

=2 s

EEENEES

AD

AD
PhoneBook Update vCards

Deploy

ST Yirect

2. AD Update window opens. You can specify which data fields can be updated by usersand which
users will be required to make the updates.

Active Directory Module: AD Update

Plzaze check the fields that users are allowed to change themselves.

Mame and Title Address Caontact Information

B [v Address [ Telephane Mumber
I [~ City [~ Mobile Mumber

B [~ State [~ Fax Mumber

I [ ZIFPostal [~ Pager

[ Users must update their A0 information first time thew n ek ailSignature

Double-click a user ko set if this user will be forced to update the information in Ackive Directory or not,

Jones

Initials Lask Mame First Mame Force update next time
AP Al Padno NO
CG Clark Gable NO
1D John Doe NO

2]

Refresh

Cancel
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Note: There is no need to delegate control in Active Directory for the specific
users. Each user has the ability to change his own information.

3. To specify that the user must verify and update his contact information in AD, select the user and
double-c | i ck t he col umn ¢ FThewaleeischpadgae & the xd YE S dne 6 .

4. The nexttimesign.exe isrun,6 Pl ease Veri fy Your sciéenwdloetsiowyto | nf or m
the user. In the example below, editable fields arehighlighted.

5. If you want all new eMailSignature users to update their information, select Usérs must update their
AD information first time they run eMailSignature 6 ¢ h e c k b oUpdaie windovh e AD
6. Click 6Saved to keep the new settings. Click 6Canc:¢

DEPLOY VCARDS

A vCard is a generalfile format for distributing contact information  as electronic business cards. ltworks
with both Microsoft Outlook and Lotus Notes. The vCard (also referred to as thevcf file) is stored as a file
with .vcf extension on an FTP server.

If you have licensed the full Enterprise Edition of eMailSignature or separately the Active Directory module,
vCards will be generated whensign.exe is run.

The generalvCard deployment processruns as follows:

1. The vCards deployment tool creates avcf file for each of the usersin your Active Directory . These
files are placed on an FTP server of your choice.

2. Edit the signatures to contain a link to the generated vCards. The new signatures with a vCard link
will take effect the next time users run sign.exe.

3. When email recipient clicks on the attached vCard, the card opens and he can save the contact
information instantly in Outlook /Lotus Notes by saving the card.
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